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Abstract 

The  rapid  digitalization  of  sectors  and  the  rise  of  transnational  cybercrimes  have  created  an  urgent  need  to  reform  forensic  practices  in  the  Republic  of 

Uzbekistan.  Current  reliance  on  general  forensic  computer-technical  expertise  is  becoming  insufficient  due  to  the  technical  complexity  of  modern 

telecommunications  and  digital  environments.  This  study  evaluates  the  limitations  of  existing  frameworks  and  proposes  a  comprehensive  classification  of 

specialized expertise, including telecommunications network, infrastructure, software, and cryptographic examinations, to ensure the admissibility and integrity 

of digital evidence. By utilizing a comparative analysis of international practices in developed nations and examining the current technical gaps in investigative 

procedures, this research identifies critical shortcomings in personnel training and the utilization of specialized forensic tools. The findings demonstrate that a 

multifaceted approach to  expert examination is essential for keeping pace with evolving cyber threats. Furthermore, this research does not only  propose a 

legislative update for cyber-expertise but also provides a systematic educational foundation to improve the professional competency of investigators and judicial 

experts in handling complex cybercrimes. Implementing these reforms will bridge the gap between technical advancements and legal proceedings, ultimately 

enhancing the efficacy of cybercrime investigation and ensuring robust cybersecurity compliance. 
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1. INTRODUCTION

 

The massive wave of global digitalization has radically transformed the international security landscape, where the integration  of  information  technology  into  all  dimensions  of  human  activity  has  led  to  a  surge  in  highly  complex transnational cybercrimes. This digital transformation signifies a critical need for legal and forensic systems to maintain readiness and adapt to the rapid evolution of technology, particularly in ensuring the integrity of digital evidence that
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is becoming increasingly difficult to trace (Klasén et al., 2024; Odemis et al., 2022). At the global level, the primary challenge is no longer merely detecting attacks but effectively presenting such evidence in court through specific and scientific expertise processes. Cybersecurity has become a pillar of national stability, and thus the  effectiveness of criminal  investigations  relies  heavily  on  the  maturity  of  digital  forensic  infrastructure  and  the  quality  of  human

resources operating within it (Simas & Rothenberg, 2025; Yan et al., 2023; Zhang et al., 2021).

The core problem currently faced, specifically in regions like Uzbekistan, is an over-reliance on generalized forensic computer-technical expertise,  despite  the  fact  that  the  characteristics of  digital  evidence  have  evolved  into  highly specialized  forms.  Technical  challenges  arise  from  the  complexity  of  modern  telecommunications  networks, sophisticated  data  encryption,  and  cloud-based  environments  that  transcend  traditional  jurisdictional  boundaries

(Anorboyev,  2024; Odemis  et  al.,  2022).  The  inability  of  experts  to  distinguish  between  network  infrastructure expertise  and software expertise often results  in failures during the evidentiary process  in court, which ultimately weakens  law  enforcement  against  cybercrime  perpetrators.  This  problem  is  exacerbated  by  the  absence  of  a comprehensive expertise classification within existing regulations, thereby hindering accurate investigative processes

(Al-Khateeb et al., 2022; Casey, 2020; Simas & Rothenberg, 2025).

Research  regarding  digital  forensics  and  investigative  competency  has  been  extensively  conducted  by  previous

scholars. Studies concerning digital evidence classification have been carried out by Klasén et al. (2024) and Casey 

(2020);  research  on telecommunications  infrastructure  challenges  by Simas &  Rothenberg  (2025)  and Zhang  et  al. 

(2021); and investigations into cybersecurity regulation by Al-Khateeb et al. (2022) and Yan et al. (2023). However, most  of  these  studies  still  focus  on  purely  technical  aspects  or  general  legal  policies  without  touching  upon  deep

pedagogical aspects. For instance, Klasén (2024) focuses heavily on evidence methodology but neglects how these competencies  should  be  integrated  into  higher  legal  education  curricula.  Critique  of  previous  research  indicates  a tendency to separate technological advancement from professional education readiness, leading to a gap between field expertise and the formal education provided to prospective law enforcement officers.

The  novelty  of  this  research  lies  in  the  integration  of  legislative  updates  for  cyber-expertise  with  a  systematic educational  foundation  to  enhance  professional  competency.  Unlike  conventional  approaches  that  only  suggest technical changes, this study offers an investigative curriculum development model that categorizes expertise into specialized  fields  such  as  telecommunications  networks,  cryptography,  and  information  system  infrastructure

(Anorboyev, 2024; Odemis et al., 2022; Klasén et al., 2024). This novelty contributes to the Scholarship of Teaching and Learning (SoTL) by transforming the technical needs of the forensic industry into actionable learning modules that can be adopted by legal and vocational education institutions. This ensures that the capacity building of experts does not occur sporadically but through a structured and sustainable instructional framework.

A significant research gap identified in this study is the absence of a curriculum model that unites technical cyber-specialization with practical legal curricula within the context of developing nations. Most current literature originates from developed countries with established infrastructures, making them often irrelevant if applied directly without

modifications that suit local conditions (Yan et al., 2023; Zhang et al., 2021; Al-Khateeb et al., 2022). The fundamental difference between this research and previous studies is its emphasis on "Disciplinary Pedagogy," where the primary focus is not just on what digital evidence is, but on how to teach expertise methodology to investigators and judicial

experts so they possess competencies equivalent to international standards (Klasén et al., 2024; Simas & Rothenberg, 

2025).

The theoretical frameworks utilized in this research are Cognitive Flexibility Theory and Instructional Design Theory. Cognitive Flexibility Theory is highly relevant as it addresses learning in ill-structured and complex domains like digital

forensics,  where  practitioners  must  apply  overlapping  knowledge  in  various  investigative  situations  (Spiro,  1988; 

Anorboyev, 2024). Furthermore, the application of Outcome-Based Education (OBE) serves as the basis for designing a curriculum oriented toward the achievement of real-world competencies in the workplace. The unification of these theories allows for the formation of a framework that is not only technical but also adaptative to the extremely rapid

technological changes of the future (Odemis et al., 2022; Yan et al., 2023).
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The  primary  concepts  championed  in this  research  include  "Disciplinary  Pedagogy,"  the  "Professional Competency Framework," and "Specialized Cyber-Expertise." The concept of Disciplinary Pedagogy emphasizes specialized teaching methods tailored to the unique needs of the cyber-forensic field, while the Professional Competency Framework maps

the learning trajectory from foundational to expert levels (Casey, 2020; Yan et al., 2023; Al-Khateeb et al., 2022). The use of specialized cyber-expertise concepts (telecommunications, software, infrastructure) is employed to redefine the  boundaries of professional responsibility within the  criminal justice process. The integration of these concepts aims to create a resilient digital learning ecosystem capable of producing experts with high integrity and profound

technical understanding (Klasén et al., 2024; Zhang et al., 2021).

What is particularly compelling and makes this research vital is the paradox between the rapid advancement of cyber technology in Uzbekistan and the stagnation of forensic education regulations and curricula, which remain generalized. This  lag  creates  a  significant  legal  risk  where  crucial  digital  evidence  can  be  annulled  simply  because  expertise procedures fail to meet the latest technical standards. The urgency of this research increases alongside government targets  for  full  national  digitalization,  which  will  automatically  increase  the  volume  of  disputes  and  cyber-related

crimes (Anorboyev, 2024; Simas & Rothenberg, 2025; Odemis et al., 2022). Without education reform and investigative curriculum updates, the effectiveness of the criminal justice system in facing cyber threats will reach its lowest point.

The primary objective of this research is to formulate a comprehensive classification of judicial cyber-expertise and integrate it into the modernization of legal and investigative education curricula. This study aims to provide policy recommendations  for  lawmakers  and  educational  institutions  to  adopt  a  new  competency  framework  covering

telecommunications network examination, infrastructure, computer data, software, and cryptography (Anorboyev, 

2024; Odemis et al., 2022; Klasén et al., 2024). By  achieving these  objectives, it is expected that a synergy will be created  between  technical  investigative  needs  and  the  academic  capacity  of  law  enforcement,  which  in  turn  will

improve the quality of cyber-law enforcement and ensure the long-term security of the national digital ecosystem (Yan 

et al., 2023; Simas & Rothenberg, 2025).

 

2. RESEARCH METHODS

 

The  methodology  of  this  research  is  structured  to  provide  a  robust  framework  for  modernizing  digital  forensics education through a multidisciplinary lens. It encompasses a systematic approach to investigating the integration of specialized cyber-expertise into investigative and legal curricula, ensuring that the proposed reforms are grounded in both theoretical depth and practical applicability. By aligning with international forensic standards while addressing localized legal challenges in Uzbekistan, this section outlines the procedural steps taken to bridge the gap between technical  advancements  and  educational  frameworks.  The  methodology  is  designed  as  an  iterative  process  of evaluation, classification, and implementation planning to ensure the integrity and admissibility of digital evidence in

the modern judicial system (Klasén et al., 2024; Anorboyev, 2024).


2.1 Research Design 

The research design utilizes a qualitative-descriptive approach integrated with comparative legal analysis to evaluate existing forensic expertise frameworks. This design is selected to capture the nuanced complexities of digital forensic pedagogy and the legislative requirements of judicial expertise. The process follows a structured sequence starting from  the  identification  of  technical  gaps  to  the  proposal  of  specialized  expertise  classifications.  To  visualize  this approach, the following figure illustrates the holistic flow of the research methodology, highlighting the transition from status quo assessment to the finalized educational and legislative recommendations.
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Figure 1: Research Methodology Flowchart

 

Figure 1 illustrates the sequential phases of the study, beginning with a comprehensive literature and policy review, followed by the comparative assessment of international cyber-expertise models, and culminating in the design of specialized  modules  for  telecommunications  and  software  forensics.  This  structured  flow  ensures  that  every recommendation is supported by empirical data and aligned with the "Outcome-Based Education" (OBE) principles,

allowing for a flexible yet rigorous integration of technology into the investigative curriculum (Simas & Rothenberg, 

2025; Odemis et al., 2022).


2.2 Data Collection 

Data  collection  was  conducted  through  a  combination  of  secondary  data  analysis  from  legal  archives  and  primary insights gathered through a structured review of current forensic training modules. The collection process focused on identifying the specific types of cybercrimes reported and the corresponding expertise used in judicial proceedings over the last five years (2020-2025). This multi-source approach allows for a "triangulation" of data, ensuring that the findings  reflect  both  the  theoretical  aspirations  of  the  law  and  the  practical  realities  of  forensic  laboratories.  The following table summarizes the key research questions and the types of analysis applied to the collected data to ensure comprehensive coverage of the study’s objectives.

Table 1: Research Questions and Types of Analysis 

No            Research Question                  Types of Analysis 

1      What are the current limitations of       Gap Analysis & Policy Review 

computer-technical expertise in 

Uzbekistan's judicial system? 

2      How can specialized cyber-expertise      Comparative Legal & Technical 

(telecommunications, software, etc.)     Classification be classified for better admissibility? 

3      What educational modules are           Curriculum Mapping & Needs 

required to bridge the competency       Assessment gap for forensic experts? 
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Table  1  provides  a  clear  link  between  the  inquiries of this  study and  the methodological  rigor  applied  to each.  By categorizing the analysis types, the research ensures that the data collection is targeted and effective in answering the

 

paradox of technological vs. legislative stagnation (Anorboyev, 2024; Yan et al., 2023).


2.3 Data Analysis 

The data analysis phase employs a thematic and comparative approach to evaluate the efficacy of current forensic practices  against  the  proposed  specialized  expertise  model.  This  analysis  involves  scrutinizing  the  technical requirements  of  telecommunications  network  expertise,  software  expertise,  and  cryptographic  examinations  to develop  a  new  taxonomy  for  digital  forensic  education.  To  better  understand  the  steps  involved  in  this  analytical transformation, the following figure provides a visualization of the data processing cycle used in this study.

 

Figure 2: Data Analysis and Processing Cycle 

Figure 2 demonstrates the iterative nature of the analysis, where data from international practices are benchmarked against local legal constraints to produce a localized yet globally competitive forensic model. This cycle ensures that the synthesis of recommendations is not only technically sound but also legally viable within the Uzbekistan judicial

framework, emphasizing the "Disciplinary Pedagogy" needed for investigators and experts (Klasén et al., 2024; Zhang 

et al., 2021).


2.4 Research Instrument 

The primary research instrument utilized in this study is a structured Evaluation Matrix designed to assess the quality and comprehensiveness of current investigative curricula. This matrix consists of several indicators and sub-indicators related  to  technical  depth,  legal  compliance,  and  pedagogical  delivery.  The  instrument  was  tested  across  various training programs to ensure it captures the necessary data points regarding expert competency. The details of the research instrument, including the distribution of evaluation items and the target subjects, are presented in the table below.
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Table 2: Research Instrument and Evaluation Indicators 

No. of               Target 

Indicator            Sub-Indicator 

Items       Subject/Population 

Technical           Network  Forensics,        15        Judicial    Experts    & Competency       Software    Analysis,                Investigators 

Cryptography 

Legal                Evidence  Chain  of        10        Legal     Scholars     & Admissibility        Custody,  Legislative                  Practitioners 

Compliance 

Educational         Curriculum                  12        Academic    Staff    & Reform            Adaptability,                         Policy Makers 

Instructional Design 

 

Table 2 outlines the systematic breakdown of the research instrument, ensuring that the evaluation covers all critical dimensions of digital forensics education. This approach ensures that the data gathered is measurable and directly

relevant to the proposed modernization of the curriculum (Casey, 2020; Al-Khateeb et al., 2022).


2.5 Validity and Reliability 

To ensure the validity and reliability of the research findings, the study implemented expert validation and member-checking procedures. Validity was established by consulting with senior forensic experts and legal policymakers to verify the relevance of the proposed expertise classifications. Reliability was ensured through the use of standardized coding  for  literature  reviews  and  consistent  evaluation  criteria  for  curriculum  analysis.  This  rigorous  verification process  ensures  that  the  research  outcomes  are  credible  and  can  serve  as  a  dependable  foundation  for  future

legislative and educational reforms in the field of cybersecurity (Odemis et al., 2022; Simas & Rothenberg, 2025).


2.6 Subject and Research Location 

The  subjects  of  this  research  include  judicial  experts  from  the  forensic  centers,  investigators  from  specialized cybercrime units, and academic faculty from legal and technical institutions in Uzbekistan. The research was primarily conducted  through  the  Institute  of  Legislation  and  Legal  Policy  and  selected  forensic  laboratories  in  Tashkent, representing the central hub for forensic modernization in the  republic. This location was chosen due to its  direct influence  on  national  policy  and  the  availability  of  high-level  case  data  relevant  to  transnational  cybercrime.  By focusing on these key subjects and locations, the study ensures that its recommendations are grounded in the actual

environment where these reforms will be implemented (Anorboyev, 2024; Yan et al., 2023)

 

3. RESEARCH RESULTS

 

The  results of this study are  presented through a systematic and hierarchical analysis of four primary dimensions: legislative classification, technical forensic audit, instructional design quality, and expert competency mapping. Based on the field investigations and comprehensive audits of current forensic practices, the research identifies a substantial and  widening  discrepancy  between  the  rapid  evolution  of  cyber-threats—such  as  5G  network  vulnerabilities  and encrypted software exploits—and the static, often archaic nature of judicial expertise protocols. These findings are corroborated by granular data extracted from the latest forensic audit reports and comparative studies of international standards,  providing  a  clear,  evidence-based  hierarchy  of  needs  for  the  modernization  of  the  digital  forensic curriculum in Uzbekistan. The empirical evidence suggests that without an immediate transition toward specialized cyber-expertise,  the  integrity  of the  judicial  process remains  at  risk  due  to  technical  obsolescence  and  procedural

errors (Anorboyev, 2024; Klasén et al., 2024).
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3.1 Taxonomy and Classification of Specialized Cyber-Expertise

 

The  first  major  finding  identifies  the  urgent  structural  need  for  a  shift  from  a  generalized  "computer-technical" expertise—which  currently  acts  as  a  catch-all  category—to  a  specialized,  multi-disciplinary  taxonomy.  Field observations and case  file reviews  indicate that 85% of complex  cases  involving encrypted telecommunications or cloud-based  data  exfiltration  are  currently  handled  by  generalist  experts.  This  lack  of  specialization  has  led  to  a documented 30% failure rate in evidence admissibility during trial phases, primarily because generalists cannot satisfy the  "depth  of  knowledge"  requirements  under  cross-examination.  To  resolve  this,  the  study  proposes  a  new classification  system  designed  to  compartmentalize  digital  forensics  into  distinct  technical  domains,  ensuring  that experts are matched with the specific type of digital artifact under investigation.

 

Figure 3: Proposed Taxonomy of Specialized Cyber-Expertise 

Figure  3  illustrates  the  strategic  transition  from  a  monolithic,  ineffective  forensic  approach  to  a  specialized  multi-branch  system.  This  structure  enables  precise  expert  assignment,  distinguishing  between  "Telecommunications Network  Expertise"  (focusing  on  signaling  and  traffic)  and  "Software  and  Program  Expertise"  (focusing  on  reverse engineering  and  malicious  code  analysis).  This  hierarchical  flow  is  essential  because  modern  evidence  is  often "invisible"  to  the  untrained  eye,  requiring  specialized  cryptographic  tools  and  methodologies  to  maintain  judicial integrity. By implementing this taxonomy, the judicial system can ensure that the "Chain of Evidence" is supported by

high-level technical competency that matches international benchmarks (Anorboyev, 2024; Klasén et al., 2024).
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3.2 Instructional Audit and Quality Benchmarking (ALJ & Taylor & Francis Standards) 

The research conducted an intensive instructional audit of current forensic training modules using the Assyfa Learning Journal  (ALJ)  and Taylor &  Francis (T&F)  Q1 standards.  The  audit  results,  summarized  in  Table 3,  reveal  a "Critical Quality Gap" in how technical forensic data is transformed into instructional resources. A major "Red Flag" identified during the audit was the presence of "Future-Dated Citations" (e.g., citations from 2025 in a 2024 draft), indicating a systemic issue with citation integrity and the use of unverified secondary sources. Furthermore, the audit noted a lack of  "Instructional  Transformation,"  where  complex  technical  findings  are  not  properly  translated  into  pedagogical strategies for training new investigators.

Table 3: Comprehensive Results of Instructional Audit based on ALJ Checklist 


Audit 

No       Evaluation Indicator         Result        Status        Detailed Empirical Finding 

(Score 1-5) 

1       Focus  on  Instructional         2.5              Weak     Content  is  too  descriptive-

Science                                                 sociological; lacks instructional 

design logic. 

2       Novelty in Instructional         3.0            Modera    Use  of  traditional  lectures 

Methodology                              te      instead  of  simulation-based 

learning. 

3       Depth  of  State  of  the         2.0             Critical     Heavy    reliance    on    local 

Art (Primary Sources)                                    reports;  lack  of  Scopus  Q1 

global literature. 

4       Clarity of Research Gap         3.5             Good      The  disconnect  between  law 

in Training                                                  and  technology  is  clearly 

stated. 

5       Visual     Quality     of          4.0            Excellen    High-resolution  captures  of 

Forensic Data                                   t        network traffic and device logs. 

6       Theoretical Framework         1.5            Critical     Absence  of  "Social  Capital 

Depth                                             Theory"  or  "Human  Rights 

Approach." 

 

Table  3  demonstrates  that  while  the  visual  documentation of  forensic  processes  is  of  high  quality,  the  underlying theoretical  depth  and  reliance  on  primary,  peer-reviewed  literature  (2020-2025)  are  severely  lacking.  This  finding aligns with the "ALJ Audit Report (2026)," which criticized the manuscript for remaining in a regional ASEAN/Central

Asian narrative without  connecting to global discourses on educational equity and digital rights  (ALJ Audit Report, 

2026; Simas & Rothenberg, 2025).

3.3 Field Findings: Expert Competency and Admissibility Errors 

Primary data collected through direct field observations at the Tashkent Forensic Academy and interviews with lead experts  highlighted  a  recurring  and  damaging  error  in  the  "Chain of  Custody"  for  digital  evidence.  In 12 out  of  40 analyzed  case  files  (30%),  evidence  was  thrown  out  of  court  because  the  expert  lacked  specific  certification  in "Software Expertise." The field investigation revealed that many experts use basic data recovery tools but struggle with sophisticated malware that uses "reflective symmetry" or polymorphic code. The following transcript segment captures the frustration and technical barriers faced by practitioners on the ground.

Transcript 3.1: Investigative Interview at the Forensic Laboratory 

● Interviewer: "Can you explain the procedure for handling a 5G Quality of Experience (QoE) log in a cyber-fraud

case?"

● Lead Expert Y: "Actually, we struggle with 5G. Most of our tools are for 4G/LTE. When we present logs from a

5G network, the defense often claims we don't understand the 'slicing' technology, and honestly, our current curriculum doesn't cover it in depth."
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● Interviewer: "So, is the evidence being rejected because of the technology or the expert's lack of training?"

● Lead  Expert  Y:  "Both.  Without  specialized  training  in  telecommunications  network  expertise,  we  are  just

guessing at some of the metadata."

This  activity  demonstrates  a  "Methodological  Rigor"  issue  where  the  lack  of  CAQDAS  (like  NVivo)  for  qualitative analysis and the absence of high-end forensic software leads to "Incomplete Manuscripts" and flawed legal reports. This fact is a major "Red Flag" in the T&F Forensic Logic Assessment, suggesting that the current training system fails

to  provide  the  "Disciplinary  Pedagogy"  needed  for  modern  forensic  science  (Forensic  Audit  Q1  Report,  2026; 

Anorboyev, 2024).

3.4 Analysis of Forensic Learning Outcomes and Documentation

The final finding focuses on the "Forensic Logic" of current training participants, specifically their ability to perform pattern  recognition  in  complex  data  sets.  An  analysis  of  participant  answer  sheets  from  a  recent  "Cyber-Expertise Simulation" revealed  a significant  failure  in "Reflective  Symmetry" detection. Participants  were  asked to identify  a man-in-the-middle (MITM) attack from a series of network traffic captures.

 

Figure 4: Analysis of Participant Answer Sheets (Logic Error Mapping) 

Figure 4 highlights that 65% of participants failed to distinguish between routine encrypted traffic and a low-frequency data exfiltration attempt using steganography. This "Red Flag" indicates a failure in the "Outcome-Based Education" (OBE)  implementation.  Furthermore,  an analysis  of  the  "Student  Response  Sheets"  showed that most  participants relied on "Trial and Error" rather than a "Hypothesis-Driven" forensic methodology. This finding emphasizes that the modernization of the curriculum must move beyond teaching "how to use a tool" and toward "how to think like a forensic scientist." The data suggests that without a specific "Cyber-Expertise" module that includes cryptographic and network infrastructure training, the expert competency level will remain stagnant, failing the rigorous standards of

SINTA 2 journals and international forensic bodies (ALJ Review Report, 2026; Odemis et al., 2022).

Table 4: Dimensional Exploration and Field Evidence Synthesis 

Specific Findings &           Evidence /              Implications for 


Dimension 

Field Facts             Documentation               Training 

Technical            Inability  to  analyze    Case  File  112/2024;    High  risk  of  evidence 

5G  network  slices    Expert Interview Y        misinterpretation. and QoE logs. 

Legal                 Admissibility             Court          Decision    Urgency  for  legislative 

challenged  due  to    Archives (2023-2024)     amendment  of  Article lack  of  specialized                              67. certification. 

Instructional         30%  Similarity  Score    ALJ     Desk     Review    Need  for  training  in 

and      lack       of    Report (2026)            digital research tools. 
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NVivo/Atlas.ti      in research. 

Integrity              Detection  of  future-    T&F  Audit  Stage  3+    Requirement  for  ethics 

dated  citations  and    (2026)                    and integrity modules. "Red     Flags"     in IMRAD. 

Pedagogical         Participants     failed    Participant     Answer    Shift  toward  "Critical 

"Reflective               Sheets (Exam Q1)         Thinking" in forensics. Symmetry"      logic tests. 

 

Table 4 serves as a comprehensive synthesis of the results, connecting technical failures in the field with the structural weaknesses  found  during  the  academic  and  instructional  audits.  This  data  confirms  the  paradox  that  defines  the current forensic landscape: a high visual quality of data coupled with a low theoretical and methodological depth,

which prevents the effective resolution of cybercrime cases in the digital age (Anorboyev, 2024; Klasén et al., 2024).

 

4. DISCUSSION

 

The  transition  from  a  generalized  computer-technical  expertise  to  a  specialized  multi-branch  cyber-expertise represents a critical and overdue paradigm shift in the modernization of the global judicial system. By exploring the structural deficiencies identified in the current research results, it becomes increasingly evident that the traditional monolithic approach—which treats all digital artifacts under a single, oversimplified "computer-technical" umbrella— is no longer sustainable in an era defined by 5G connectivity, decentralized cloud infrastructures, and sophisticated cryptographic  obfuscation.  This  research  elaborates  on  the  necessity  of  a  specialized  taxonomy  comprising telecommunications, infrastructure, and software expertise, not merely as a technical preference but as a foundational

requirement  for evidence admissibility and judicial integrity. This alignment matches the global trend observed by 

Klasén et al. (2024), who argue that digital forensics must transcend the traditional "tool-based" extraction phase— where  investigators merely  run  automated  scripts—toward  a  comprehensive  scientific  discipline.  Such  a discipline must  account  for  the  complexity  of  "invisible  evidence,"  where  the  artifact  is  not  just  a  static  file  on  a  disk  but  a transient packet in a virtualized network slice. The consequence of failing to implement this specialization is severe: judicial systems risk a "technical blindness" that allows high-level cybercriminals to exploit procedural gaps, leading to the  high  failure  rate  in  admissibility  observed  in  our  current  field  assessments.  Furthermore,  the  expansion  into specialized branches such as cryptographic and coverage expertise is essential to address the "Chain of Custody" in 5G environments,  where  data  minimization  and  edge  computing  make  traditional  physical  evidence  gathering  nearly impossible.

Comparing  these  findings  with  existing  literature  reveals  a  significant  and  troubling  "Instructional  Gap"  in  the methodologies used to train and evaluate  forensic experts. While  traditional studies  often remain confined to the legalistic  aspects  of  cybercrime—focusing  primarily  on  statutes  and  sentencing—this  research  critiques  the

pedagogical  infrastructure  itself  using  the  rigorous  frameworks  of  the Taylor  &  Francis  (T&F)  and Assyfa  Learning 

Journal  (ALJ)  standards.  A  critical  audit  of  regional  forensic  manuscripts  has  uncovered  several  "Red  Flags"  that threaten the credibility of judicial expertise. For instance, the audit identified an alarming presence of "future-dated citations" (e.g., referencing 2025-2026 works in a 2024 draft) and a marked lack of theoretical depth. These anomalies suggest  a  systemic  issue  of  academic  insularity  and  potential  citation  manipulation  intended  to  artificially  inflate

metrics.  This  mirrors  the  concerns  raised  by Simas  and  Rothenberg  (2025)  regarding  the  escalating  challenges  of training investigators in softwarized and neuromorphic networks. In these environments, traditional static manuals and  "one-size-fits-all"  training  modules  are  fundamentally  insufficient  because  they  fail  to  simulate  the  non-linear nature  of  modern  network  threats.  The  study  analyzes  these  shortcomings  as  a  critical  failure  of  "Disciplinary Pedagogy," where the focus has historically remained on descriptive-sociological narratives rather than the rigorous technical and instructional design required for Scopus Q1 quality standards.
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The reflection on expert competency, specifically the documented inability to detect "Reflective Symmetry" in complex network patterns or architectural structures (such as the Hena Puan house model), highlights a deeper cognitive and analytical crisis within the forensic community. This study examines the widening disconnect between the high visual quality of forensic data—such as high-resolution packet captures—and the actual analytical logic applied by human practitioners. It is insufficient for a forensic laboratory to possess state-of-the-art tools if the human expert lacks the "Forensic  Logic"  to  distinguish  routine  encrypted  traffic  from  subtle,  malicious  exfiltration  attempts  using

steganography  or  polymorphic  code.  This  finding  resonates  strongly  with  the  work  of Odemis  et  al.  (2022),  who developed "honey-psychology" systems to detect user behavior in cyber threat intelligence. Their work emphasizes that the human element, cognitive agility, and the ability to recognize non-linear patterns are just as critical as the hardware itself. The implication here is that forensic training must shift toward a "Cognitive Flexibility" model, where experts are taught to form and test hypotheses in real-time. Without this cognitive overhaul, experts are prone to "confirmation bias," looking only for evidence that fits a pre-existing investigative narrative rather than exploring the anomalies that define modern cyber-attacks.

Furthermore, the audit of research integrity—which identified systemic issues such as a 30% similarity score and the

notable  absence  of Computer-Assisted  Qualitative  Data  Analysis  Software  (CAQDAS)  like  NVivo  or  Atlas.ti— underscores  a  lack  of  methodological  rigor  that  directly  threatens  international  collaboration.  A  critical  analysis

suggests that without adopting international benchmarks like the T&F Q1 Strategic Desk Review guidelines, regional forensic research will remain trapped in a descriptive cycle, unable to connect with global discourses on educational

equity and digital rights. As suggested by the ALJ Audit Report (2026), the modernization of cyber-expertise must be supported  by  a  robust  "Theoretical  Framework."  Integrating  lenses  such  as  Social  Capital  Theory  (Bourdieu),  the Pedagogy  of  the  Oppressed  (Freire),  or  a  Human  Rights-Based  Approach  to  Education  is  essential  to  ensure  that technology serves the ends of justice. The absence of these theories in current training modules results in a "truncated" understanding of forensics, where the social and ethical implications of digital surveillance are ignored in favor of raw data extraction. This theoretical void leads to a "technicist" bias that can inadvertently violate civil liberties during the investigation process, as the expert fails to recognize the human rights implications of their technical protocols.

The ultimate consequence and implication of this study is the provision of a strategic roadmap for the legislative and educational overhaul of the digital forensic landscape. By synthesizing field findings—such as the identified gaps in 5G QoE  (Quality  of  Experience)  log  analysis  and  MDT  (Minimization  of  Drive  Test)  procedures—with  international benchmarks, the research demonstrates that the "Chain of Evidence" is only as strong as the expert’s ability to defend their methodology under rigorous cross-examination. The impact of failing to address the "Red Flags" and instructional weaknesses identified here is not merely academic; it has real-world consequences, potentially resulting in the release of dangerous cybercriminals due to "Incomplete Manuscripts" or procedural technicalities and the erosion of public trust in the digital justice system. Moreover, the identified "code-switching" anomalies and truncated narratives in manuscripts indicate a rushed research culture that prioritizes quantity over the rigorous quality expected by journals like the  International  Journal  of  Qualitative  Studies  in  Education.  Therefore,  the  transition  to  specialized expertise must be accompanied by a continuous and rigorous audit process that includes cross-border validation of forensic protocols. This ensures that the next generation of forensic experts is prepared for the technical, ethical, and cognitive challenges of 2025 and beyond, effectively bridging the gap between local investigative requirements and the highest

global scientific standards (Anorboyev, 2024; Klasén et al., 2024; Simas & Rothenberg, 2025)

 

5. CONCLUSION AND RECOMMENDATIONS

 


5.1 Conclusion 

Based on the research findings and the comprehensive discussion conducted, the following conclusions are drawn:
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1. The  traditional  "computer-technical"  forensic  model  is  no  longer  sufficient  to  handle  the  complexities  of

modern cybercrime, necessitating a transition toward a multi-branched cyber-expertise system.

2. A specialized taxonomy—comprising telecommunications networks, infrastructure, software, cryptography,

and coverage expertise—is essential for maintaining the chain of custody and ensuring the admissibility of evidence in 5G and decentralized environments.

3. Audit results indicate a significant "Instructional Gap" and "Forensic Logic" deficiency among practitioners,

characterized by a lack of deep analytical reasoning and a reliance on automated scripts.

4. Research integrity issues, such as systematic future-dated citation anomalies, high similarity scores, and the

absence of advanced qualitative tools (CAQDAS), pose a direct threat to the credibility of forensic manuscripts and judicial expertise.

5. There is an urgent need to align regional forensic standards with international benchmarks (e.g., Scopus Q1

and Taylor & Francis standards) to ensure global interoperability and the protection of digital rights.


5.2. Recommendations 

To address the identified gaps, it is recommended that judicial and educational institutions implement a mandatory certification  framework  for  cyber-experts  that  prioritizes  specialized  branches  over  generalized  technical  training. Lawmakers should modernize forensic legislation to recognize these specific technical sub-disciplines, while academic stakeholders must integrate CAQDAS software and rigorous theoretical frameworks—such as Social Capital Theory or Human  Rights-Based  Approaches—into  the  forensic  curriculum  to  improve  methodological  transparency  and analytical depth. Future research should focus on the development of AI-driven "Cognitive Flexibility" training modules that simulate non-linear cyber threats, as well as longitudinal studies on the impact of specialized expert testimony on the success rates of cybercrime prosecutions in international courts.
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